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Introduction  

The lives of our residents, staff and elected members have been transformed by technology.  

The internet has revolutionised the way that people communicate with each other and transact 

business. The mass adoption of advanced technology is driving development of new ways of 

interacting with each other, business and government. Consumers now expect to be able to transact 

their business digitally with organisations 24 hours a day, 7 days a week. It is essential that the 

Council’s approach to IT and digital services is structured, strategic and corporate.  

By doing this the value obtained from Information and Technology across the organisation will 

increase. At present the Council hosts its own data centre, but in future this will almost certainly not 

be cost effective.  

The future strategy will be to investigate opportunities to move our infrastructure to cloud or hosted 

services with the view to reducing costs, while maintaining reliability and security. The provision of 

disaster recovery will also be explored in this way.  

The Council is currently supported by around 40 significant application systems. The overall strategy 

for application systems will be to provide fewer, more flexible best of breed application systems that 

allow the relevant information to be available where and when required. The increasing use of cloud 

based applications will allow the Council to be agile in its adoption of new solutions where 

appropriate. 

The Council’s website along with other social media, such as Facebook and Twitter, have become and 

will continue to be a crucial information and service delivery channel for residents, businesses and 

community groups. The usability of the website, updated earlier in 2019, is a crucial factor in 

encouraging take-up of new online services and in driving channel shift. 

Digital transformation will not only enhance the customer experience but will also be an enabler to 

the Council becoming more efficient. This IT Strategy will support business transformation, in 

particular the development of digital media and will link closely with our Transformation Agenda. 

 

Councillor Aaron Spencer 
Leader 

aaron.spencer@boston.gov.uk 
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Document Revisions & History 
 

Version Author/Owner Comment Action Date 

0.1 Matthew Clarke Initial draft for discussion with 
Business Transformation and IT 

04/07/2019 

0.2 Matthew Clarke Minor consistency updates 04/07/2019 

1.0 Suzanne Rolfe Submitted for approval by SMT 18/07/2019 

1.0 Suzanne Rolfe Submitted for approval by CMT 07/08/2019 

2.0 Suzanne Rolfe Submitted for approval by 
Transformation Board / Cabinet 

28/08/2019 

 

Acronyms 
 

Acronym Corresponding 
Expansion 

Description 

BC Borough Council Term used to describe a second-tier council delivering 
local services 

CIO Chief Information 
Officer 

The corporate executive in charge of information 
technology strategy and implementation 

CMT Corporate 
Management Team 

Collective description for all senior officers and 
Directors, including Chief Executive 

DPA Data Protection Act Act of the United Kingdom (UK) Parliament defining the 
ways in which information about living people may be 
legally used and handled 

DPO Data Protection 
Officer 

Corporate officer tasked with ensuring that data 
management and handling are compliant with the 
General Data Protection Regulations 

EDM Electronic Document 
Management 

The management of different kinds of documents in an 
enterprise using computer programs and storage 

GDPR General Data 
Protection Act 

Legal framework for the collection and processing of 
personal information from individuals who live in the 
European Union (EU) 

GDS Government Digital 
Service 

Government Digital Service (GDS) is leading the digital 
transformation of government. 

IT Information 
Technology 

Generic term used to describe the use of technology in 
the organisation 

ITIL Information 
Technology 
Infrastructure Library 

A set of detailed practices for IT service management 
that focuses on aligning IT services with the needs of 
business. 

PSN Public Services 
Network 

The government's high-performance network, which 
helps public sector organisations work together, reduce 
duplication and share resources. 

SMT Service Management 
Team 

Collective description for all Managers responsible for 
delivering the Council’s services 

SIRO Senior Information 
Risk Owner 

An Executive Director of an organisation with overall 
responsibility for an organisation's information risk 
policy. 
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Foreword 

Our previous IT Strategy documents have been based on the assumption of a stable business 

environment with a low rate of technical innovation and little change in customer behaviour. This has 

resulted in contents becoming increasingly removed from the business needs of the council as time 

progresses through the period of the strategy. 

As such, this strategy document has been written to cover the high level ambitions of a 4 year period, 

but to include only the projects relevant to the immediate 6 month period ahead, starting with the 

period October 2019 to March 2020. 

Every 6 months CMT/Transformation Board will update the Strategy to reflect projects to be included 

in the work plan for the following 6 months. This will ensure that resources are focused to the rapid 

and successful delivery of priority projects, and to ensure that all new initiatives conform to the 

corporate project governance methodology with effective scrutiny before and after project delivery. 

1. Executive Summary 

Boston is a small borough council serving a population of 65,000 residents. Boston BC has a small 

dedicated and professional work force, service delivery standards are high and resources have to be 

used efficiently.  

Over the next five years Boston will witness significant changes. There will be increasing financial 

pressures with the ongoing reduction of general Government Grant, including the expectation of a 

complete phasing out of the Revenue Support Grant by 2020. Further pressures will come from a 

changing population and changes in legislation. The shape and size of the council is likely to change, 

but the need to provide high quality services to our residents will remain. With these new challenges 

will come new opportunities to use IT to enable the Council to achieve efficiencies while maintaining 

and improving service delivery standards. IT will be a key contributor to achieving the corporate vision 

of being an entrepreneurial Council and keeping pace with residents’ changing needs and 

expectations.  

IT is no longer just a support service; it has become a critical service. If it is unavailable, the 

organisation cannot operate. It has the ability to transform the way services are organised and 

delivered. It has a fundamental role to play in improving efficiency, reducing cost across the 

organisation, exploiting income generating opportunities and improving the customer experience.  

Demand for public services and expectations of levels of service are ever increasing. Residents and 

businesses demand the same levels of access and personalisation that they see online from large 

private sector organisations such as Amazon and Asda. They expect to be able to access their services 

from multiple locations and devices and in ways and at times that suit them. This Strategy places a 

strong emphasis on providing choice in the way people access our services, within available resources. 

This will ensure maximum choice for our residents, which in turn will drive efficiencies in service 

delivery.  
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The risk of cyber-crime is increasing. Recent Government statistics have showed seven in ten 

organisations identifying a breach or attack. Organisations holding personal data being most likely to 

be attacked, with the most common attacks being fraudulent emails, viruses and malware. 

Government is urging organisations to protect themselves against cyber-crime. 

Building on our investment  

The Council’s technology has undergone significant transformation in recent years. A wide-reaching 

IT improvement and office rationalisation programme has been delivered, investing in robust, reliable 

infrastructure and systems to ensure a stable IT platform supporting the aspirations of the 

organisation whilst helping to meet the financial challenges presented by ongoing reductions in 

central government funding. 

Making the website the channel of choice for most residents offers an opportunity to achieve 

significant savings for the council, while at the same time offering a better service. 

To be successful in encouraging residents to use web access to services and information we need to 

ensure their experience is a positive one, otherwise they will be unlikely to return.  

Considerable investment has been made in our back office business systems and the foundations for 

electronic transaction processing have been put in place. A review will be undertaken to determine if 

all modules procured have been implemented and are being used to their fullest extent, maximising 

the return, in terms of efficient use of a significant asset. This review will also determine if current 

software remains fit for purpose. Any recommendations will feed into future iterations of this 

strategy. 

Digital thinking will need to embed into the organisation alongside a ‘can do’ attitude, developing a 

culture that puts residents’ needs and preferences first. Investing in our staff will remain a high 

priority. We will continue to improve the IT skills of our workforce, equipping them with the skills they 

need to deliver a digital based service. We will continually review the replacement and upgrading of 

IT hardware and software to ensure that our workforce has the right solutions for their work and 

ensure they are properly trained to use it.  

Cloud technologies are now sufficiently mature to be considered a viable alternative to traditional on-

premise solutions. This strategy continues our step towards cloud solutions where appropriate rather 

than a revolutionary ‘big bang’ approach. Boston has limited resources and cloud adoption must be 

approached in a measured way. We have begun this journey with a project for telephony that has 

provided the council with an ongoing future proofed solution.  

With the risks of suffering a cyber-attack increasing, Boston needs to ensure it protects itself should 

an attack prove to be successful. In addition to the physical security arrangements in place Boston will 

also look to insure itself against a potential cyber-attack. 

Information Services will continue to ensure that Boston maintains its Public Services Network (PSN) 

compliance and follow Government Digital Service (GDS) best practice. 

Records management is at the heart of the Modernising Government agenda. Electronic records 

management underpins electronic government services. If as a public authority we cannot undertake 

the effective management of our records and information - particularly keeping them organised and 

accessible for as long as they are needed (but no longer), it will be hard to sustain electronic services.  
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The General Data Protection Regulation (GDPR), which replaced the Data Protection Act (DPA), came 

into force on 25th May 2018, and has a direct impact on how long data is held and the rights of access 

by data subjects (residents). The Data Protection Officer who is responsible for data protection and 

information security will conduct a data audit and update the data retention policy in early 2020. 

Aligning to business objectives  

Technology acts as an enabler for our Service Managers and their teams to deliver the Council’s 

ambitious Corporate Plan, business objectives and goals.  

2. Corporate Priorities 

The Council is preparing a new Corporate Plan for the Borough from 2019 and is currently undertaking 

consultation as part of that development. The plan will focus on creating a Borough where people 

wish to live, work and invest. The Phase 2 review of this Strategy will take account of the new Plan 

after its adoption. 

3. Current Position  

In order to provide a clear starting point for our new Strategy, a comprehensive consultation has been 

conducted with each service area of the organisation. This will ensure that any service delivery issues, 

constraints, and aspirations are effectively integrated into the new Strategy. 

Below is a summary of the feedback provided by Service Managers and their teams. 

a. Personal Computing Estate 

Recent updates and replacements of personal computing devices have all offered opportunities for 

staff to be provided with the device most suitable for their working style, function, and location. As 

such, few new requirements have been identified by Service Managers to change the mix of desktop 

and laptop devices currently deployed to staff, though some service areas are looking to additional 

equipment like tablets to provide digital access in the field. 

b. Printing 

The current fleet of Multi-Function Devices has been mainly well received, and has delivered 

significant savings. However, feedback suggests two areas for further analysis and possible changes to 

the existing estate to address some operational issues. 

c. Telephony 

The desktop telephony solution is a cloud-based Platform-as-a-Service (PaaS) solution, accessed over 

the corporate internet connection and no requirements or issues have been identified to justify 

change. 

The mobile telephone fleet was updated in 2018 and has delivered greater capabilities to end-users 

for network access on the move. Some investigation into devices for managers that rely heavily on 

them.  
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d. Remote Working 

Staff have a number of technology enablers to work away from the office, utilising recent 

improvements to fixed broadband and mobile telephone networks. Notwithstanding a small number 

of unavoidable network not-spots, services are happy with their current remote working options. 

Due to the popularity of remote/home working we have reached capacity on our current kit, we are 

currently considering options for this.  

e. Application Portfolio 

The authority has an array of business application to support the huge number of services it provides 

directly to the public and indirectly in the support of internal service customers. Satisfaction with 

applications is generally high, with just two applications have been identified for review and possible 

replacement, those being the Document Management (Alfresco) and Development Management 

(Agile Applications) systems. 

f. Skills 

Feedback from Service Managers suggests there are variances in the way that staff use devices and 

software applications to perform similar tasks within their services. These inconsistencies mean that 

there are few, if any, standard processes in place for routine tasks, and the potential for inaccurate 

and/or incomplete data records. Planned service application training is to be key to all new projects 

and a review of existing systems/processes to ensure our staff are efficiently using them.  

4. Digital Delivery  

The over-arching vision for our previous Digital Strategy was to change the way we work by making 

our next technological leap. Our existing technology and work habits can still place limits on our 

effectiveness and on our efficiency. Our systems are still not all readily available on mobile technology; 

our files and data are not easy to share; we under-utilise the benefits of some of our technology; and 

we have a large array of different IT applications.  

We have made many improvements to productivity by exploiting new technologies. Some of these 

have introduced new ways of working for our people (councillors and staff) and helped to progress 

further culture change.  

These changes have helped us to achieve our ambition to earn more income from commercial trading 

and co-habitation of our office accommodation.  

We continue to investigate the potential for new ways that customers can self-serve, improving our 

workflows, automating our processes, and improving the extent to which staff can access information 

wherever they are. By doing this we will position ourselves well for capitalising on commercial 

opportunities and potentially trading beyond our current geographic boundaries. 
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5. Technology as an enabler 

The Council has made some big changes in recent years by enabling more flexible working, improving 

processes and allowing customers to serve themselves for some services.  Next steps will involve the 

adoption of truly paperless working, extended self-service and more efficient sharing of information 

across staff, councillors, customers and partners. The strategy provides the technological direction of 

travel – an evolutionary technology model – and outlines the steps required to lay the foundations 

upon which we will work to deliver our corporate outcomes. The Council’s technology landscape is 

still built around service-specific and ageing applications, causing inefficiency and over-complication. 

Infrastructure and cloud  

Until quite recently, the focus for enterprise technology was to provide a centralised network, ring-

fenced onsite at the centre of the organisation, delivering out to satellite sites and remote workers. 

Delivering this strategy calls for a mix of onsite services, together with further moves towards cloud 

infrastructure and hosted applications. This diminishes the Council’s physical IT infrastructure over 

time, minimising the budgetary provision required for the Capital Programme. 

One day, it will likely remove the requirement to sustain or co-habit a server room ourselves, reducing 

utility costs for air-conditioning and power, and improving resilience as our dependence on physical 

sites is removed.  

Cloud computing is being adopted across the private and public sector as the delivery method of 

choice. Boston Borough Council was an early adopter of cloud-based telephony and has seen 

significant cost reductions as a result, together with invaluable experience. 

Whilst public bodies have, in the past, been nervous about this direction of travel, official guidance 

from Gov.uk recommends it and departments such as the Ministry of Defence are letting major 

contracts to move into a cloud environment. Cloud computing offers the opportunity for organisations 

to move from traditional procurement and ownership models of IT delivery to a model where one 

consumes the services from a central location outside of the traditional network. There is no need for 

separate and costly investment in servers, upgrades to systems or applications and general 

infrastructure support because all of that is included in the cloud offering.  

Applications  

Key to enabling people to work the way they want is simplifying their IT experience. A legacy of 

multiple complex systems, replaced in a piecemeal way and with a singular narrow focus over many 

years, has resulted in a complicated and difficult-to-manage environment.  

A new breed of enterprise applications is maturing. These are simple to use, and easier to administer; 

enabling staff to conduct their work professionally, to share knowledge, to work at their desk or on 

their mobile device without compromise. These applications enable the customer to access a service 

directly, and to see the entire process through to the end. These applications don’t rely on a legacy 

architecture and the associated cycle of capital expenditure and depreciation of assets, nor the 

complexities and workarounds introduced over decades of technology and process change; they run 

in data centres in the cloud with gold standard security and resilience, and they deliver simply and as 

expected through an internet connection. 
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6. The Technology Foundations  

Investment  

It is recognised that the Council’s response to funding pressures has been to encourage customer self-

serve and demand management for new services to deliver efficiencies. To extend this approach to 

older and more established service offers, further investment in IT will be necessary, and must be well 

planned and executed to deliver maximum benefits. 

Future models of delivery will see a relative shift from capital-heavy application procurement and 

installation towards a revenue-focused consumable model where costs will be based on a per-user, 

per-access basis. Investment in technology delivers the core requirements and keeps the business 

working effectively. This transformation enables the organisation to deliver smarter, better services.  

Principles  

The architectural principles supporting this strategy are aligned with modern technology approaches 

and Government Digital Service principles. This aims towards a balance of innovation within the 

constraints of a legislative environment. 

7. Governance and best practice  

The IT team assists strategic leaders with guidance on the ever-changing communications and 

technology landscape, and works closely with the Business Transformation Team and Information 

Management Group to design and implement effective business processes. The team manages a 

number of IT contracts with third party suppliers to ensure value for money and effective service 

delivery. IT’s role is to provide specialist advice and support, alongside innovation and insight into the 

potential for technological change, underpinned by best practice and good governance. The 

CMT/Transformation Board is an active group within the Council’s programme management 

structure, providing overall governance of all IT elements. Membership is made up of the Corporate 

Management Team. All technology requirements are reviewed by the CMT/Transformation Board to 

ensure compliance with strategy and with data standards or protocols. Projects with IT elements must 

be authorised and monitored by the Business Transformation team, who will refer to best practice 

including Information Technology Infrastructure Library (ITIL) and recognised project management 

methodologies. 

Progress Monitoring 

Project progress will be managed weekly via verbal updates at IT Team Meetings. Formal updates will 

be submitted to SMT each month, and quarterly to CMT/Transformation Board in order to keep senior 

stakeholders informed of progress and to ensure that resources are being managed effectively. 

Collaboration  

Boston Borough Council supports collaborative approaches and activities to deliver quality service and 

maximise value. The Council shares technology components with a number of third parties, including 

South Kesteven and East Lindsey District Councils. Strategic governance of these relationships is 

managed by the CMT/Transformation Board, whereas operational management of services is 

undertaken by Service Managers. 
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Risk management  

The management of risk forms a core part of the organisation’s project management methodology. In 

change and release management, within the IT environment, risk is always a primary consideration. 

As part of incident management, risk to confidentiality, integrity and availability will be the priority. 

Reasonable endeavours will be made to minimise disruption. Risk management provides a proven 

methodology for reducing the impact and likelihood of adverse effects upon IT services. To support 

the delivery of this strategy the following approach will be adopted: Changes to the operational IT 

environment will be subject to change control procedures (based on ITIL) which will include an 

assessment of risk. If the assessment remains high, even after mitigation, then changes will not be 

permitted during working hours. 

Managers of projects dependent on technology will be required to maintain project risk registers 

which will be reviewed as part of the reporting process to the CMT/Transformation Board. The 

Business Transformation team will ensure a risk register is maintained in relation to risks affecting the 

longer term overall delivery of IT services and the achievement of this strategy. Where there is a high 

level of severity, then such risks will be escalated to the Corporate Management Team.  

Financial management 

Sound financial management is required to optimise the benefits of capital investment and revenue 

expenditure. This strategy and its associated Capital investment plan are intended to provide a basis 

for financial planning over a number of years, and to reduce the incident of unexpected expenditure. 

Data management 

The Council remains committed to membership of the Public Sector Mapping Agreement, and by 

association, the Data Co-operation Agreement. The Local Land and Property Gazetteer is the definitive 

dataset for addressing within the authority. Good information governance is in place, led by the Chief 

Information Officer (CIO) who chairs the Information Management Group. Through this group 

Information Asset Owners are kept informed about their responsibilities by the Data Protection Officer 

(DPO). The Senior Information Risk Officer (SIRO) reports annually to the Chief Executive acting as 

Accountable Officer (AO).  

As an active partner in the East Midlands Public Sector Network (emPSN), the Council commits to 

share data across the public sector so long as it is subject to appropriate protection for the data 

subjects and to secure transfer and retention procedures, with oversight provided by the DPO. 

8. Funding 
The replacement of all IT hardware assets is planned and funded through an approved Capital 

Programme. Line of business applications and software upgrades will be considered on a case-by-case 

basis through submission of a business case through to the CMT/Transformation Board, with 

successful business cases leading to inclusion in a future iteration of this strategy, updated bi-annually. 
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9. IT Projects: Phase 1  

The following priorities have been approved for inclusion within the first phase of the IT Strategy 

lifecycle, and will provide a sound footing for our future transformation ambition. 

1. Alfresco Enhancement 

Feedback from across the organisation has demonstrated the high usage of electronic 

document management (EDM) across all service areas. This success has increased the needs 

for a resilient application and the impacts of any interruption to service. Anecdotal evidence 

also suggests that some business processes might not have been optimised to reflect the 

functionality of the system. Given the quantity of feedback from across the organisation it is 

proposed that the Alfresco Enhancement project be progressed as a high priority project. 

 

2. Bartec Upgrade 

This project upgrades and expands the functionality of the application used by Waste 

Operations, and expands the capabilities of the system to support the introduction of new 

revenue generating services. 

 

3. Agile Applications Optimisation 

This project will comprise the upgrade of the Agile suite of applications together with service-

specific process analysis in Development Management, Licensing & Land Charges, and 

Building Control to ensure that each service area is aware of the benefits of the upgraded 

application. 

 

4. Email Retention & Case Management 

During November 2019 the email retention policy will be updated to automatically delete all 

received emails more than 6 months old that are stored in Cabinet Folders. This policy change 

is likely to require assistance to be provided to users to migrate older emails onto Alfresco, or 

other line-of-business applications. 

 

5. Text Messaging 

A number of service areas have expressed an interest in being able to send text message 

reminders to customers in order to reduce the numbers of missed appointments, or to ensure 

that customers attend with the necessary documentation and increase the effectiveness of 

their appointment with the council 

 

6. Printing Device Review 

Following the refresh of the corporate device fleet in November 2017 there have been a 

number of changes to assumptions made at the time of deployment. Examples include 

volumes being printed, and the accessibility of devices by users. As such, it is timely to conduct 

a review of the fleet in order to make changes to the location, specification and or number of 

devices currently in use. 
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Reference Documents 

HMG UK Digital Strategy https://www.gov.uk/government/publications/uk-digital-strategy 
HMG Digital Service Standard https://www.gov.uk/service-manual/service-standard 
Digital Economy Act 2017 http://www.legislation.gov.uk/ukpga/2017/30/contents/enacted 
 


